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Management System, Audit Framework

Common Component Exercise

TopicsTopics
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Drivers for Governance and 
Management Conundrum

Drivers for Governance and 
Management Conundrum

Auditor external, internal first 

party or what kind of auditors?
ISOXXX or some other number, what is it that we 

can do…

Business process map for 

governance? 
Why?

CONTROLS, 

those just slow 

business 

process and 

prevent 

creativity!!!

Management System do we have it, we do have business 
process, but it is adhoc

COSO or  COCO ? WHAT IS IT 
AGAIN?

We do all this and it costs 

arm and leg. Can we do 

something about it…
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Understanding Governance and 
Management Systems

Understanding Governance and 
Management Systems

Corporate Governance Guidelines (SarbOx, PIPEDA, GLBA)

Technology Standards – (Application & Automation)

CC (ISO15408)CC (ISO15408)CC (ISO15408) NSA GuidesNSA GuidesNSA GuidesCISCISCIS

Management System

IT Governance Frameworks – (HOW?)

GMITS (ISO13335)GMITS (ISO13335)GMITS (ISO13335) ISO7498-2ISO7498ISO7498--22ITILITILITIL

DisconectDisconect

Business Process MS- (Why?) Maturity Msrmt. (What?)

ISO17799/BS7799ISO17799/BS7799ISO17799/BS7799 SSE-CMM (ISO21827)SSESSE--CMM (ISO21827)CMM (ISO21827)

NSA Infosec AssessNSA NSA InfosecInfosec AssessAssessISOxxxxxISOxxxxxISOxxxxx
COSO/COCOCOSO/COCOCOSO/COCO

C
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®

C
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C
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iT
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Scienton ISM™Scienton ISM™

CONFIDENTIAL - Copyright Scienton Technologies Inc. © 2003

Standards should be a part of 
the BMS

Standards should be a part of 
the BMSBMS – Business Management System

Business 
Management

System
ISO9000/14000/18000

Business Business 
ManagementManagement

SystemSystem
ISO9000/14000/18000ISO9000/14000/18000

ISMS Standards

Operation Standards

CobiT®CobiTCobiT®®

ISO17799/BS7799ISO17799/BS7799ISO17799/BS7799

SSE-CMM (ISO21827)SSESSE--CMM (ISO21827)CMM (ISO21827)

NSA Infosec AssessNSA NSA InfosecInfosec AssessAssess

ITILITILITIL

GMITS (ISO13335)GMITS (ISO13335)GMITS (ISO13335)

ISO7498-2ISO7498ISO7498--22
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Management
System 

Improvement 
Cycle

(ISO way)

ManagementManagement
System System 

Improvement Improvement 
CycleCycle

(ISO way)(ISO way)

Management System 
Implementation

Management System 
Implementation

Strategic
Governance

Controls
& Acts
SarbOx

Stakeholder
Satisfaction

Managed
Information
Governance

StrategicStrategic
GovernanceGovernance

ControlsControls
& Acts& Acts
SarbOxSarbOx

StakeholderStakeholder
SatisfactionSatisfaction

ManagedManaged
InformationInformation
GovernanceGovernance

Strategic
Governance

Controls
& Acts
SarbOx

All 
Stakeholder 

Needs

Information
Governance

StrategicStrategic
GovernanceGovernance

ControlsControls
& Acts& Acts
SarbOxSarbOx

All All 
Stakeholder Stakeholder 

NeedsNeeds

InformationInformation
GovernanceGovernance

Management
Defined

Improvement 

ManagementManagement
DefinedDefined

Improvement Improvement 
Plan

Plan

Risk 
Assessment
& Define MS

Risk Risk 
AssessmentAssessment
& Define MS& Define MS

DoDoDoDo
Design &

Implement
MS

Design &Design &
ImplementImplement

MSMS

Act 
Improve

Act 
Improve

CheckCheck

COCO

Purpose

Commitment

Capability

Monitoring &
Learning

Action

Measure 
Analyse 

MS

Measure Measure 
Analyse Analyse 

MSMSITIL/ITSMITIL/ITSMITIL/ITSM

Information 
& Communication

Risk Assessment

Monitoring

Control Activities

Control Environment

Information 
& Communication

COSO
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Management System – CobiT®Management System – CobiT®

IT Value  
Delivery

Stakeholder 
Value 

Drivers

Performance 
Measurement

Risk  
Management

IT
Strategic

Alignment

IT
Strategic

Alignment
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The Framework’s 
Principles

Business
Requirements

IT Processes IT Resources
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Starts from the premise that IT needs to 
deliver the information that the enterprise 
needs to achieve its objectives.
Promote process focus and process 
ownership
Divides IT into 34 processes belonging to 
four domains
Looks at fiduciary, quality and security 
needs of enterprises and provides for 
seven information criteria that can be used 
to generically define what the business 
requires from IT

Effectiveness
Efficiency
Availability,
Integrity
Confidentiality
Reliability
Compliance.

Planning
Acquiring & Implementing
Delivery & Support
Monitoring

CobiTCobiT : An IT Control : An IT Control FrameworkFramework
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ITIL Management FrameworkITIL Management Framework
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ITIL Process ComponentsITIL Process Components
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Common ComponentsCommon Components

Management Cycle

Risk Analysis

Process Optimization

Management of Information
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Corporate Governance
(Sarbanes-Oxley, HIPAA, PIPEDA, GLBA, FIPPA)

Mgmt System & Governance Controls

Scienton Governance & 
Information Strategy Advantage

Scienton Governance & 
Information Strategy Advantage

ISO17799
(BS7799)COSO, COCO

Real Life Enterprise Information Structure

Information Security Model™
(objective, standardized, quantifiable, repeatable risk and audit)

NSA
Infosec

Assessment
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ConclusionConclusion

Optimized Management System
Leverage existing components

Collaborate with different parts of the 
organization

Involve internal auditors


