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¥ Management System, Audit Framework

B Common Component Exercise
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Corporate Governa ce Gmdellnes (SarbOx, PIPEDA GLBA)
Management System

Business Process MS- (Why?) Maturitv Msrmt. (What?)
COS0/COCO SSE-CMM|(15021827)

1S017799/BS7799)
1SOxxxxx NSA Infosec Assess

IT Governance Frameworks — (HOW?)
GMIT'S (1S013335) ML 1S07498-2
Scienton ISM™

Technology Standards — (Application & Automation)
CC (1S015408) cis NSA Guides

CONFIDENTIAL - Copyright Scienton Technologies Inc. © 2003 i TON

ISMS Standards

1SO17799/BS7799
CobiT®

SSE-CMM (1S021827)
Business
NSA Infosec Assess Management
System
Operation Standards 1S09000/14000/48000

GMITS (1ISO13335)
ITIL

1S07498-2
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Monit  Information
Lea & Communication

Information

& Communication Ma[r;ag_ement

Enhen Strategic
Strategic i ey Improve Governance
Governance Pl Controls
Controls an & Acts.
& Acts Risk Assessment Capability SarbOx
SarbOx.
Risk Measure
Assessment,| |8 Control Environment!|  Analyse Stakeholder:
All & Define MS MS
Stakeholder
Needs ; Monitoring
Commitient:

Satisfaction

S Managed
_ Design & Check Information
Information Implement Governance
Governance MS i

‘echnologies Inc. © 2003 SG i E?\ETON i

Control Activities




IT Value

Delivery

IT Stakeholder Risk
Strategic Value Management
Alignment Drivers -

Performance
Measurement
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Business
Requirements

IT Processes

‘ IT Resources
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Control Framework -

T

-Ar___m_' T

= Starts from the premise that IT needs to
deliver the information that the enterprise -
. . Al =Planning
needs to achieve its objectives. ) )
=Acquiring & Implementing
= Promote process focus and process J
3 =Delivery & Support
ownershlp =Monitoring
=Divides IT into 34 processes belonging to
four domains
X y 1 =Effectiveness
= Looks at fiduciary, quality and security =Efficiency
needs of enterprises and provides for 'T\va”abilityv
: : I =Integrity
seven mformatlor) criteria that can be used ~Confidentialty
to generically define what the business “Reliability
requires from IT =Compliance.
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(Continuous quality control and consolidation)

(oatinuous
step by step

/\ impraviment
Effecive qualty
G2

Consolidation of the level reached
(150 9001 or British Standards)

Maturity Level

Plan (Project Plan)
Do (Project)

Oheek (huit)

et (New actions)
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Time Scale

o
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Service Design & Management Processes
Security Hamagement Service Level Hamagement

hralabibty & Sermce Service regorting
Contouity

Resolution Processes
Inadent Hanagement
Prablem Management

Automation
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Capaity Management

Financial Management

B Management Cycle
E Risk Analysis

B Process Optimization

B Management of Information
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Corporate Governance
“(Sarbanes-Oxley, HIPAA, PIPEDA, GLBA, FIPPA)

Mgmt System & Governance Controls

NSA
coso, coco| | 15017799 Infosec

(BS7799) Assessment

ATTENTEE EETETT.

Information Security Model™
(objective, standardized, quantifiable, repeatable risk and audit)

Real Life Enterprise Information Structure
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: : : g e
B Optimized Management System
B Leverage existing components

B Collaborate with different parts of the
organization

B Involve internal auditors

e
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