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SCIENTON AND SKYBOX

Scienton is Skybox Security’s sole 
representative for the Canadian Marketplace

Local Canadian Company

Focus on Risk and Security

Information Security Model – context, value

Ability to deploy quickly 

Ability to realize ROI for customers in weeks

4

COMPANY OVERVIEW

Founded in Spring 2002
Leader in Exposure Risk Management (ERM)
Founders: Sanctum, Memco, Israeli Military 
Intelligence
Product: Skybox View—GA October 2003

Proactive and continuous automation of risk 
management
Leverages current security & network infrastructure
Unique contextual modeling and attack simulation
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CRITICAL SECURITY QUESTIONS

What are the current risk levels of my critical 
business applications?
How do I find & mitigate critical risks in hours 
versus weeks?
Where do I deploy my limited resources for 
maximum ROI?
How do recent system changes or new vulnerabilities 
impact my security?
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THE CHALLENGE: INFORMATION OVERLOAD

10’s or 100’s of business 
applications 
1000’s of servers, 
routers & firewalls
10,000’s of 
vulnerabilities
Constant network 
changes
10 new vulnerabilities 
published daily
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CURRENT SOLUTIONS ARE MANUAL
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THE RESULTING PAIN

Huge window of exposure
Preventable security incidents
Resources deployed on non-critical issues 
(e.g., over-patching)
Unknown state of security
Chasm between business managers and 
security team

= Decreased security level & increased costs
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END-TO-END AUTOMATION WITH
EXPOSURE RISK MANAGEMENT
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THE SOLUTION:
CONTINUOUS EXPOSURE RISK MANAGEMENT 

PLAN OPTIMAL 
REMEDIATION
(STEP 4)

MODEL IT
ENVIRONMENT
(STEP 1)

ANALYZE
BUSINESS RISKS
(STEP 3)

SIMULATE ATTACK
SCENARIOS
(STEP 2)
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THE MISSING LINK:
MODELING AND ATTACK SIMULATION

THREAT

BUSINESS IMPACT

ATTACK SCENARIOS
link 

THREATS
to their potential

BUSINESS IMPACTS
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ARCHITECTURE

SKYBOX VIEW
SERVER

SKYBOX VIEW
MANAGER

SKYBOX VIEW
MANAGER

SKYBOX VIEW
MANAGER

SKYBOX VIEW
MANAGER

SKYBOX VIEW
COLLECTOR

SKYBOX VIEW
COLLECTOR

NETWORK
MANAGEMENT FIREWALL ROUTER SCANNER NETWORK

MANAGEMENTFIREWALL ROUTER SCANNER
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SKYBOX VIEW BENEFITS

Shrink the window of exposure from months to hours

Apply resources (people and technology) where they 
are needed most

Communicate with executives and managers on the 
real business impact backed up by powerful risk 
analytics


